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Chapter 2

The Psychology of Risk and Uncertainty

2.1 Introduction

Risk analysis is often presented as a technical problem of measurement: es-
timating probabilities, forecasting losses, quantifying exposure, and compar-
ing uncertain alternatives. From the perspective of actual decision making,
however, measurement is only part of the story. Risk is not merely an objec-
tive property of uncertain environments waiting to be quantified. It is also
interpreted, evaluated, and acted upon by human decision makers whose
judgments are shaped by experience, context, framing, attention, and cog-
nitive limitations. For this reason, the psychology of risk is not peripheral
to risk analysis; it is one of its central foundations.

Psychological research shows that individuals rarely evaluate risks solely
through formal statistical reasoning. Instead, perceptions of danger emerge
from a combination of analytical assessment and intuitive responses shaped
by emotions, experience, and social context. Factors such as perceived con-
trol over outcomes, familiarity with the hazard, trust in institutions that
communicate risk information, and the vividness with which potential con-
sequences can be imagined all influence how threatening a risk appears. As
a result, statistically small risks may generate strong concern when they
evoke dread or uncertainty, whereas more probable risks may be perceived
as less threatening when they are familiar or voluntarily accepted.

These observations are consistent with a substantial body of research on
risk perception showing that perceived danger depends not only on statisti-
cal probabilities but also on qualitative characteristics of hazards, including
dread, controllability, familiarity, and catastrophic potential [9]. Experimen-
tal and survey evidence further shows how psychological and social factors
shape public perceptions of risk [10].

A key motivation for studying the psychology of risk lies in the ob-
servation that individuals do not respond uniformly to different forms of
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uncertainty. The distinction between measurable risk and uncertainty with
unknown or ill-defined probabilities, originally emphasized by Knight [8],
remains fundamental because it reflects differences not only in formal rep-
resentation but also in behaviour. Experimental evidence shows that indi-
viduals often treat known probabilities differently from ambiguous or poorly
specified ones. In particular, the Ellsberg paradox demonstrates that peo-
ple frequently prefer situations in which probabilities are known to those
in which the probability distribution itself is unknown or ambiguous, even
when the expected outcomes appear comparable [4]. Subsequent research
confirms that attitudes toward ambiguity can play an important role in eco-
nomic behaviour [3].

Attitudes toward risk and uncertainty are therefore not merely abstract
theoretical constructs. They influence behaviour in domains such as port-
folio allocation, insurance demand, job choice, entrepreneurship, health de-
cisions, and public policy. Empirical studies across countries and contexts
suggest that individual attitudes toward risk exhibit some degree of stability
and may correlate across different decision environments [14]. At the same
time, substantial heterogeneity exists across individuals and situations, in-
dicating that risk preferences cannot be fully captured by a single universal
parameter [15].

Psychological research also highlights the role of cognitive simplification
processes in risky decision-making. Faced with complex environments, indi-
viduals frequently rely on heuristics—mental shortcuts that allow judgments
to be formed quickly with limited information. While heuristics enable de-
cisions under time and information constraints, they may also generate sys-
tematic distortions in probability assessment and risk evaluation. Classic
examples include the availability heuristic, in which events that are eas-
ier to recall appear more probable, and the representativeness heuristic, in
which probabilities are judged according to perceived similarity rather than
statistical frequency [11]. These cognitive mechanisms have been extensively
documented in behavioural decision research and are discussed in detail in
Kahneman’s synthesis of decades of experimental work on judgment and
decision-making [6].

Methodological considerations provide another motivation for studying
the psychology of risk. Much of the early literature measured risk prefer-
ences using stylized monetary lotteries with discrete outcomes and precisely
defined probabilities. While analytically convenient, such settings differ in
important ways from the uncertain prospects encountered in real-world de-
cisions. Outside the laboratory, probabilities may be ambiguous, outcomes
may be continuous rather than discrete, and the relevant information may
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be incomplete or contested. More recent experimental work therefore exam-
ines decision making in environments involving interval probabilities, partial
information, and dynamic uncertainty. These studies show that behaviour
can vary significantly depending on how uncertainty is represented and com-
municated [2].

Taken together, these findings suggest that the study of risk must extend
beyond purely probabilistic models. Normative theories provide essential
benchmarks for rational choice under uncertainty, but behavioural evidence
demonstrates that real decision makers often rely on heuristics, exhibit fram-
ing effects, distort probabilities, and distinguish sharply between measurable
risk and ambiguous uncertainty. The psychology of risk is therefore not an
alternative to formal risk analysis but an essential complement to it.

The conceptual structure of the chapter is summarized in Figure 2.1.
The analysis begins by distinguishing between different forms of uncer-
tainty—risk, uncertainty, and ambiguity—which describe the informational
structure of decision environments. Behavioural models such as prospect
theory then explain how individuals evaluate uncertain prospects within
these environments. These psychological mechanisms generate observable
behavioural patterns, including framing effects, loss aversion, probability
weighting, and ambiguity aversion. The chapter concludes by examining
the implications of these behavioural insights for the practice of risk analy-
sis.

2.2 Risk, Uncertainty, Ambiguity, and Decision
Contexts

A rigorous study of the psychology of risk begins with conceptual clarifica-
tion. In everyday language, terms such as risk, uncertainty, and ambiguity
are often used interchangeably. In behavioural research and decision theory,
however, these concepts describe distinct features of uncertain environments.
Clarifying these distinctions is important because individuals do not respond
to all forms of uncertainty in the same way.

A foundational distinction originates in the work of Knight [8], who
differentiated between situations in which probabilities are known and mea-
surable and situations in which the probability structure itself is unknown.
In Knight’s terminology, risk refers to environments in which the probability
distribution of outcomes is known or can be estimated with reasonable reli-
ability, whereas uncertainty refers to situations in which such probabilities
cannot be determined. This distinction remains central because it reflects
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Risk Uncertainty Ambiguity

Prospect Theory
(Behavioural Evaluation of Risk)

Behavioural Patterns
(Framing, Loss Aversion, Probability Weighting)

Implications for Risk Analysis

Figure 2.1: Conceptual structure of behavioural decision-making under un-
certainty.

not only a difference in formal representation but also a difference in how
individuals respond to uncertain environments.

Experimental evidence strongly supports this behavioural distinction.
The Ellsberg paradox shows that individuals often prefer situations in which
probabilities are known to those in which the probability structure is ambigu-
ous, even when the expected outcomes appear similar [4]. This behaviour,
commonly referred to as ambiguity aversion, suggests that uncertainty about
probabilities constitutes a distinct psychological dimension of risk percep-
tion.

More recent empirical research indicates that decision makers may also
react to uncertainty about the risk structure itself. In financial markets, for
example, investors often face situations in which not only outcomes but also
the underlying risk parameters are uncertain. Such situations have been
described as involving “uncertainty about risk” or “unknown unknowns,”
and empirical evidence suggests that assets exposed to this form of uncer-
tainty may command higher risk premia in financial markets [1]. These
findings illustrate that the perception of uncertainty extends beyond mea-

(©) 2026 Fernando S. Oliveira 5



CHAPTER 2. THE PSYCHOLOGY OF RISK AND UNCERTAINTY

surable variability in outcomes.

2.2.1 From Certainty to Risk and Uncertainty

At one end of the decision spectrum lies certainty. Under certainty, each
available action leads to a known outcome. The consequences of each deci-
sion are fully predictable, and probabilistic reasoning is unnecessary.

Most economic and managerial decisions, however, occur under uncer-
tainty. In its broadest sense, uncertainty refers to situations in which future
states of the world cannot be predicted with complete confidence. Deci-
sions involving investment, technological innovation, public policy, or strate-
gic planning frequently take place in environments where relevant variables
evolve over time and causal relationships may not be fully understood.

Within this broad category, a commonly used distinction separates mea-
surable risk from deeper forms of uncertainty. Under risk, outcomes and
their associated probabilities are known or can be estimated using statis-
tical data or probabilistic models. This allows decision makers to evaluate
uncertain prospects using analytical tools such as expected values and prob-
ability distributions.

Under uncertainty in the Knightian sense, however, the probability struc-
ture itself is unclear. Historical data may be limited, causal mechanisms may
be poorly understood, or structural changes may make past observations
unreliable guides to future outcomes. In such situations, individuals must
rely on subjective beliefs, simplified decision rules, or heuristic reasoning to
evaluate uncertain prospects.

2.2.2 Ambiguity and Uncertain Probabilities

Ambiguity arises when decision makers cannot assign reliable probabilities
to possible outcomes. In ambiguous environments, uncertainty concerns not
only what may happen but also how likely different outcomes are.
Ambiguity may arise for several reasons. Historical data may be scarce,
causal relationships may be poorly understood, or structural changes may
make existing models unreliable. In such environments, the uncertainty
faced by decision makers concerns not only the outcomes themselves but
also the appropriate representation of the uncertain environment.
Experimental research shows that many individuals exhibit ambiguity
aversion, preferring situations with known probabilities to those with un-
known probabilities [4]. This behavioural pattern suggests that ambiguity
constitutes a distinct psychological dimension of uncertainty and has im-
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portant implications for economic decision making. For example, ambiguity
can influence investment behaviour, insurance demand, and the willingness
of individuals to engage in entrepreneurial activities.

The following example builds on the classic urn experiments introduced
by Ellsberg [4], which illustrate how individuals distinguish between known
risks and situations in which probabilities are ambiguous.

Example: The Three Boxes of Uncertainty

Imagine three sealed boxes placed on a table. Each box contains a
mix of red and blue balls. You must choose one box and win $100 if
you draw a red ball.

Box 1: Risk You are told that the box contains exactly 50 red balls
and 50 blue balls. The probability of winning is therefore known:
50%. This situation represents risk. The outcomes are uncertain, but
the probability distribution is known.

Box 2: Uncertainty You are told that the box contains an unknown
mixture of red and blue balls, but the proportions could in principle
be estimated if enough observations were collected. This situation il-
lustrates uncertainty. Outcomes are uncertain and probabilities must
be estimated rather than known with certainty.

Box 3: Ambiguity You are told nothing about the composition
of the box, and there is no reliable way to determine it. This sit-
uation represents ambiguity. Decision makers cannot assign reliable
probabilities to the possible outcomes.

Experimental evidence shows that many individuals prefer Box 1 to
Box 3, even when the expected outcomes appear similar. This ten-
dency, known as ambiguity aversion, highlights how uncertainty about
probabilities can influence decision making even when objective out-
comes appear comparable.

The distinctions between risk, uncertainty, and ambiguity describe the
structure of decision environments. To understand how individuals actually
choose within those environments, however, we need behavioural models
of choice. Traditional economic theory assumes that individuals evaluate
uncertain prospects according to expected utility, combining outcomes and
probabilities consistently and rationally. A large body of experimental evi-
dence, however, shows that real decision makers often deviate systematically
from these predictions. These deviations suggest that the evaluation of risk
depends not only on the statistical properties of uncertain outcomes but
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also on how individuals perceive gains, losses, and probabilities. One of the
most influential behavioural frameworks developed to explain these patterns
is prospect theory, introduced by Kahneman and Tversky [7].

2.3 Prospect Theory and the Psychology of Risk

Prospect theory, introduced by Kahneman and Tversky [7] and later ex-
tended in cumulative form [12], provides one of the most influential descrip-
tive theories of decision making under risk.

Unlike expected utility theory, which evaluates outcomes in terms of final
wealth levels, prospect theory proposes that individuals evaluate gains and
losses relative to a reference point.

2.3.1 Reference Dependence and the Value Function

Prospect theory represents preferences using a value function defined over
gains and losses relative to a reference point.

The value function exhibits three key features: reference dependence,
diminishing sensitivity, and loss aversion. As illustrated in Figure 2.2, the
function is typically concave for gains and convex for losses, reflecting di-
minishing sensitivity as outcomes move further from the reference point.
In addition, the value function is steeper in the loss domain than in the
gain domain, indicating that losses generally have a stronger psychological
impact than equivalent gains.

2.3.2 Probability Weighting

Prospect theory suggests that individuals transform objective probabilities
into subjective decision weights. In particular, as illustrated in Figure 2.3,
very small probabilities tend to be overweighted relative to their objective
likelihood, while moderate and large probabilities are often underweighted.
This distortion means that rare events may receive more attention than their
statistical probability would justify.

This mechanism helps explain why individuals may simultaneously pur-
chase insurance against rare losses and participate in lotteries offering small
probabilities of large gains, explaining why rare but vivid events, such as
financial crashes or technological accidents, can attract disproportionate at-
tention relative to their objective frequency.

The following thought experiment illustrates the idea of loss aversion
introduced in prospect theory [7, 12].
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Subjective value

0 Outcome relative to reference point

Figure 2.2: Prospect theory value function defined relative to a reference
point. The curve is concave for gains, convex for losses, and steeper in the
loss domain than in the gain domain, reflecting loss aversion.
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Figure 2.3: Illustrative inverse-S probability weighting function. Small prob-
abilities are often overweighted, while moderate and high probabilities are
typically underweighted relative to linear probability weighting.
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Example: Losing $100 vs Winning $100

Imagine two simple situations.

Situation A: You unexpectedly receive $100.

Most people feel pleased, but the emotional impact is typically mod-
erate.

Situation B: You unexpectedly lose $100.

For many individuals, the psychological reaction is considerably
stronger. The loss feels more painful than the gain feels pleasant.
Prospect theory explains this asymmetry through the concept of loss
aversion. Losses are generally weighted more heavily than gains of
the same magnitude. As a result, the subjective value function is
steeper in the loss domain than in the gain domain.

This simple example helps explain why individuals may avoid risky
investments after experiencing losses, why managers may hesitate
to abandon failing projects, and why policies framed as avoiding
losses often generate stronger reactions than those framed as achiev-
ing gains.

Prospect theory matters because the psychological coding of gains, losses,
and probabilities shapes practical decision-making. Risk perception is there-
fore not simply a function of statistical exposure; it is also filtered through
reference points, framing, and subjective weighting. This has important con-
sequences for financial behaviour, managerial decision-making, technology
adoption, public policy, and risk communication more broadly.

2.4 Experimental Evidence and Behavioural Pat-
terns

The behavioural mechanisms described in prospect theory have been ex-
tensively examined in experimental research. A large experimental litera-
ture has documented systematic patterns in risky decision making, including
framing effects, loss aversion, probability weighting, and ambiguity aversion.
These empirical findings provide important evidence on how individuals ac-
tually perceive and evaluate uncertain prospects.
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2.4.1 Framing Effects

Framing effects occur when logically equivalent decision problems produce
different choices depending on how they are presented. Table 2.1 illustrates
a simplified example of such a framing experiment. The resulting reversal
of preferences—certainty in gains and greater willingness to accept risk in
losses—is commonly known as the reflection effect and is one of the best-
known empirical regularities associated with prospect theory [7, 12, 13].

Table 2.1: Illustrative framing experiment

Situation I (Gains)  Description Outcome
Gamble A Sure gain $400
Gamble B 50% probability of gaining $1000
50% probability of gaining $0
Situation IT (Losses) Description Outcome
Gamble C Sure loss $400
Gamble D 50% probability of losing ~ $1000

50% probability of losing ~ $0

2.4.2 The Kahneman—Tversky Programme

The broader Kahneman—Tversky programme documented several system-
atic patterns in risky choice: loss aversion, reference dependence, probabil-
ity distortion, risk aversion in gains, risk seeking in losses, and sensitivity
to framing. These findings have had a major influence on behavioural eco-
nomics, finance, health decisions, insurance, negotiation, and public policy
[7, 12, 13].

2.4.3 Ambiguity Aversion and the Ellsberg Paradox

The Ellsberg paradox illustrates that individuals often prefer known risks
to ambiguous situations [4]. This behaviour demonstrates that ambiguity
represents a distinct dimension of uncertainty. More recent evidence sug-
gests that ambiguity attitudes are heterogeneous across individuals, may be
stable over time, and can be relevant for economically meaningful outcomes
such as portfolio allocation [15].
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2.4.4 Why Experimental Evidence Matters

These experiments are important because they show that actual decision
makers do not always conform to the assumptions of classical rational-choice
models. Preferences may be reference-dependent rather than wealth-based.
Probabilities may be psychologically transformed rather than linearly pro-
cessed. Unknown probabilities may trigger aversion over and above ordinary
risk.

For the study of risk, this means that behavioural evidence broadens the
conceptual foundations of risk analysis by showing that uncertain outcomes
are filtered through perception, cognition, and framing before they are acted
upon.

2.5 Implications for Risk Analysis

The behavioural insights developed in this chapter have important implica-
tions for the practice of risk analysis. Formal probabilistic models provide
essential benchmarks for evaluating uncertain prospects, but they do not
fully capture how individuals and organizations interpret and respond to
uncertainty in practice. Behavioural research shows that risk perception
is shaped not only by statistical properties of outcomes, but also by fram-
ing, reference points, social context, and cognitive limitations. Integrating
behavioural insights into risk analysis can therefore improve risk commu-
nication, policy design, financial decision-making, and organizational risk
management.

A well-known illustration of these behavioural mechanisms is the insur-
ance—lottery paradox: the observation that individuals often simultaneously
purchase insurance against small-probability losses while also buying lottery
tickets that offer small-probability gains. This apparent inconsistency has
long attracted attention in economic theory [5] and later found a behavioural
explanation within prospect theory [7].

The Insurance—Lottery Paradox

At first sight, it may seem inconsistent that the same individual is will-
ing to pay to avoid a small probability of loss while also paying for a
small probability of gain. Prospect theory helps explain this pattern.
Prospect theory suggests that individuals overweight small probabili-
ties relative to their objective likelihood. In the case of insurance, this
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makes rare losses feel especially threatening, increasing willingness to
pay for protection. In the case of lotteries, the same overweighting
makes rare large gains appear more psychologically attractive than
their expected value would justify. What appears inconsistent under
linear probability weighting may therefore be psychologically coherent
once subjective decision weights are taken into account.

Behavioural insights therefore do not replace traditional quantitative
approaches to risk analysis. Instead, they complement them by clarifying
how decision makers interpret probabilistic information and respond to un-
certain outcomes. Integrating behavioural evidence with formal modelling
can improve the design of risk communication, policy interventions, and
decision-support systems in complex environments.

2.6 Summary and Key Takeaways

This chapter examined how individuals perceive and respond to uncertain
environments. It began by clarifying the conceptual distinctions between
risk, uncertainty, and ambiguity, highlighting how these different forms of
uncertainty can influence behaviour in distinct ways.

The chapter then introduced prospect theory as one of the most influen-
tial descriptive frameworks for understanding risky choice. Prospect theory
emphasizes that individuals evaluate outcomes relative to reference points,
display loss aversion, and transform objective probabilities into subjective
decision weights. As illustrated in Figures 2.2 and 2.3, these psychological
mechanisms can lead individuals to respond to gains, losses, and proba-
bilities in ways that differ systematically from the predictions of classical
expected utility theory.

Experimental evidence reviewed in the chapter demonstrates that these
behavioural patterns are robust across a wide range of decision contexts.
Framing effects, probability weighting, loss aversion, and ambiguity aversion
all influence how individuals interpret and respond to uncertain prospects.
The example summarized in Table 2.1 illustrates how the presentation of
identical decision problems can lead to different choices.

Taken together, these findings suggest that understanding risk requires
more than formal probabilistic modelling. It also requires attention to the
psychological mechanisms through which individuals interpret uncertain en-
vironments and translate statistical information into decisions.
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The behavioural foundations developed in this chapter provide an impor-
tant complement to the formal models introduced in later chapters, where
probabilistic reasoning, optimization, and machine learning methods are
used to analyse risk in more structured ways.

Key Takeaways

Risk perception depends not only on statistical probabilities but also
on psychological and contextual factors.

Individuals often distinguish between measurable risks and ambiguous
uncertainty.

Prospect theory provides a powerful framework for understanding how
gains, losses, and probabilities are psychologically evaluated.

Behavioural patterns such as framing effects, loss aversion, and proba-
bility weighting help explain why real-world choices often diverge from
the predictions of classical expected utility theory.

Effective risk analysis requires combining formal quantitative models
with an understanding of how individuals and organizations actually
perceive, interpret, and respond to uncertainty.
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